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ClassCabinet takes the security of all user data seriously. This document summarizes the ways that ClassCabinet
ensures that its data is safe, and that information is only accessible to authenticated users who have a legitimate
right to view the data. See the Privacy Policy and Terms of Service for additional information.

Information Security
ClassCabinet.com is hosted by InMotion Hosting using a paid, professional account. All data is stored at their West Coast Data Center,

located in Loas Angeles, California.

Every reasonable effort is made to secure all information stored by ClassCabinet from unauthorized access. These measures include but

are not limited to:

®  Access to every ClassCabinet page is redirected to take place over a secure connection using HTTPS over TLS protocol.
®  Every user’s initial sign in on unrecognized devices requires a private username, encrypted password, and 2-factor
authentication.
®  Persistent sign-ins on trusted devices authenticate through local cookies.
O Individual sessions persist for 1 day, after which time the user must re-enter their password.
O 2-factor authentication persist for 7 days, after which time the user must re-authenticate.
®  Every page other than the public facing pages, which do not require sign-in and do not display user data, authenticates the user
credentials and user type for the information being accessed; authentication failure returns an error and ends data transfer.
®  Best practices are employed in coding techniques to prevent attacks such as SQL injection.
®  ClassCabinet has contracted with Sucuri, an independent security platform which enhances ClassCabinet security by providing
services such as firewall protection, malware detection and removal, regular security scans, reports on any security threats and

suspicious activity, and more.

These efforts notwithstanding, it is impossible for any organization to guarantee 100% security of information stored electronically or

transmitted over the internet. If you have concerns about the security of your data, or have reason to believe that it may have been

compromised, please let us know immediately by sending an email to help@classcabinet.com.
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